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1. Scope of the document
This document describes the amendments completing the Certificate Policy (CP) document that an
accredited Trust Service Provider (TSP) has to publish in according to ETSI EN 319 401.

It explains how the online identification service [verify-U] operated by verify-U AG, Wiesbaden, fulfils
the requirements laid out for registration authorities in ETSI EN 319 401 and ETSI EN 319 411.

In the following text verify-U means the company named verify-U AG and being the registration au-
thority. [verify-U] represents the products that are being used as registration services.

This document is not a full CP in itself but includes all comments and explanations to proof that and
how the requirements for a registration service are being fulfilled.

In this context verify-U AG operates as the Registration Authority and uses the product [verify-U] as
the Registration Service to identify subscribers requesting personal signatures based on qualified
certificates including QSCD from an accredited TSP as Certificate Authority (CA). verify-U accepts
orders from subscribers only, if

e Subscriber and subject are the same natural person.
e The subscriber orders the qualified certificate only for signing documents on its own behalf
and not on behalf of a third person.

Accordingly to chapter 4.4 (Certification Services) of ETSI EN 319411 [verify-U] delivers registration
and partly revocation management services on behalf of the TSP who is in charge of managing the
overall Policy Management Authority (PMA). For the purpose of this document there is a PMA con-
tact for the RA part within verify-U AG. This contact is in charge to:

e report all security incidents to the TSP,

e manage the changes within this registration policy document upon validation of the PMA,

e control that the operational procedures related to the RA activity are performed in compli-
ance with the present registration policy.

The obligation to publish this document jointly with its own CP belongs to the TSP as being the PMA.

In the context of this document the certificate policies for which the described registration services
can be used are:

e QCP-n: certificate policy for EU qualified certificates issued to natural persons
e (QCP-n-gscd: certificate policy for EU qualified certificates issued to natural persons with
private key related to the certified public key in a QSCD

Compared to the older ETSI TS 101456 standards, the OID to consider is OID
1.3.6.1.4.1.22234.2.8.3.20.

Starting with chapter 4 the numeration of all chapters is in line with the numeration of ETSI EN 319
411-2 v2.1.1 and supports an easy reconciliation.
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2. The registration service

[verify-U] performs five steps to identify a natural person online. Each step increases the certainty
about the identity of the individual up to the result that the certainty is at least as high as it would be
by performing a face-to-face identification including the inspection of a legal ID document.

I. Data collection Who is the acting person asserting to be?
II.  Check of Existence Does the asserted person exist in real life?
lll.  Electronic id card check Does the id card used belong to the asserted person?
IV.  Proof of Identity Is the acting person the asserted one?
V. Visual inspection Is the id card used a valid one?

An English version of the process description document “Description of the process to identify indi-
viduals fully electronically by using [verify-U]” created on 2016/06/13 is attached to this document.

In the context of this document [verify-U] is mainly performing the role of the Registration Service
and parts of other roles. It acts

— on behalf of a relying party (e.g. a financial institute) to transmit documents that need a signature
of the subscriber to the subscriber,

— on behalf of the subscriber as an agent to request a qualified certificate to be issued by the CA,

— on behalf of the subscriber as an agent to request the electronic signature of one or more docu-
ments delivered together with the request,

— on behalf of the relying party as an agent receiving the signed documents, performing all required
checks requested by the German Anti Money Laundering Act and creating a quality report allow-
ing the relying party to identify the new customer according to law,

— on behalf of the CA as contact place to start a revocation process.

N.B.: According to CP document of the TSP DocuSign France, verify-U AG is the Customer, the
Registration Authority and the Operational Authority for the RA.

3. Regulatory requirements for registration services
Art. 24 of the elDAS directive EU 910/2014 lists the requirements for identifying subscribers prior to
issuing certificates. The relevant point for [verify-U] is stated in point (1) (d):

"by using other identification methods recognised at national level which provide equivalent assur-
ance in terms of reliability to physical presence. The equivalent assurance shall be confirmed by a
conformity assessment body"

The two registration services that [verify-U] offers have been recognised by TUV-IT as being compli-
ant to the German Electronic Signature Act (SigG) which §3 SigV (regulation related to SigG) requests
a level of “equivalent assurance” to a face-to-face identification, if identification is being done by
technical means. TUV-IT is an independent conformity body which has been accredited and super-
vised by the Federal Network Agency, the National authority on electronic signatures.
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[verify-U] has been certified as Registration Service according to the German Electronic Signature Act
in the way it has been implemented within the environment of an accredited German Certificate
Authority.

The certificate has been granted to Cybits (former name of verify-U AG) on 17/10/2013 and was valid
until 16/10/2016. All documentation including the security policy has been registered under the
number “SRC.00010.SW.07.2013"”. A copy of the certificate and a copy of the certification report are
attachments to this document. Both attachments are written in German. Cybits has received an ad-
dendum of the certificate on 09/06/2016 to include video-identification as an additional method to
identify  individuals. This addendum has been registered under the number
"TUVIT.94156.SW.04.2016". The addendum is valid until 16/10/2016. A copy of the certificate and a
copy of the certification report are attachments to this document. Both attachments are written in
German.

The ETSI EN 319 411 requests in chapter 6.2.2 a) that the identity of a subscriber shall be verified
either in physical presence or “using methods which provide equivalent assurance in terms of reliabil-
ity to the physical presence and for which the TSP can prove the equivalence”.

An explained above such level of “equivalent assurance” has already been certified by an accredited
confirmation body.

This certification does not cover any action of the Registration Service concerning the revocation
process of an issued certificate. Therefore the means and procedures for revocation have to be sub-
ject of an audit being examined according to ETSI norms.
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4. General concepts
4.2. Certificate policy and certification practice statement

4.2.5. Certificate policy

The registration service [verify-U] supports the following certification policies:

e normalized certificate policy (NCP)
e enhanced normalized certificate policy (NCP+)

The following EU qualified policies are supported:

e QCP-n
e QCP-n-gscd
4.3. Other Trust Service Providers statements

[verify-U] presents the terms and conditions of the TSP and its own ones to the subscriber prior to
the generation of a certificate. The terms and conditions are part of the documents that have to be
electronically signed by the subscriber for which an action of consent is needed.

4.4. Certification services
[verify-U] performs the identification of a subscriber that is a natural person and is requesting the
certificate and the signature only for himself and not on behalf of any other person.

Therefore [verify-U] is performing the registration services on behalf of the TSP. verify-U AG is acting
as the registration authority (RA).

Because the registration service is already in contact with the subscriber, it is acting as communica-
tion point for revocation services. Requests for revocation are received, the identity of the requesting
person checked and the request is forwarded to the TSP who is performing the revocation only.

5. General provisions on Certification Practice Statement and Certifi-
cate Policies

5.1. General requirements
[verify-U] fulfils the requirements for the identification of subscribers according to the two certificate
policies QCP-n and QCP-n-gscd.
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5.2. Certification Practice Statement Requirements
For its services that verify-U AG is providing to a TSP for registration and where needed revocation,
verify-U AG maintains a statement of the practices and procedures according to ETSI EN 319401. The
owner of the statement is the CTO of the company. This document is a subset of the total statement
and is foreseen as an amendment for TSP's only that would like to use the registration and/or revo-
cation services within their responsibility as TSP's and can be used to complete the TSP's certificate
policy.

The practices and procedures statement include all obligations that the registration authority has to
fulfil including all obligations that have to be respected by third parties that may support the registra-
tion authority in delivering its services to the TSP.

The owner of the statement is evaluating whether a change of the statement is relevant to the re-
quirements laid out by elDAS regulation. In case that such a change is relevant, the owner has to
inform the external conformity body that has performed the last independent audit about the
change requesting to re-evaluate the part of the affected practices and procedures.

In case that the change is relevant to the content of this document as well, the owner has to inform
all TSP's using this document to amend their own certificate policies.

It is the duty of the TSP to publish this document as an addendum to its CP or CPS.

verify-U AG's practices and procedures are subject of an audit performed by an accredited confor-
mity body at least on a bi-annual rhythm. In those years where the no audit is being performed by an
accredited conformity body, there are either audits performed by one or more TSP's using [verify-U]
for registration and/or revocation or by the internal audit of verify-U AG. For all audits ETSI EN 319
401 and ETSI EN 319 411 are the benchmarks to check against.

All audits finish with a list of findings and evaluation of the auditing party. verify-U AG is charged to
prepare an action list on how to implement solutions to overcome those findings within the time-
frame that the auditor is prescribing. The list of findings is presented to the next audit to check how
the findings have been closed in the meantime.

6. Trust Service Providers Practice

6.1. Publication and repository responsibilities
[verify-U] presents the terms and conditions of the TSP and its own ones to the subscriber prior to
the generation of a certificate. The terms and conditions are part of the documents that have to be
electronically signed by the subscriber for which an action of consent is needed.
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6.2. Identification and Authentication
6.2.1. Naming

6.2.1.1. Need for Names to Be Meaningful
The name of the subscriber is being checked against trustable external databases and against a copy
of the passport or identity card.

All personal details representing the identity of the subscriber are being verified by [verify-U]:

Identity in real world: Identity in digital world:
— Last Name, - E-mail address,
- (all) First Name(s), - Mobile phone number

- Date of Birth,

- Place of Birth,

- Nationality,

— Registered Address

[verify-U] transmits all information to the TSP's interface for RAs that is being requested:

- Last name,

—  First name,

— Phone number,
- E-Mail Address,
- ZIP code.

N.B.: In case of the qualified TSP DocuSign France the interface for RAs is called the PSM connector.

6.2.1.2. Anonymity or Pseudonymity of Certificate
verify-U AG does not accept anonymity of pseudonyms. All names are real names and have been
checked against external reference databases and a copy of the passport or identity card. The per-
sonal details have all been entered by the subscriber itself before being verified by [verify-U].

6.2.1.3. Uniqueness of Names
Before starting the registration process of a subscriber the relying party (e.g.) requests a unique iden-
tifier from [verify-U] called the Token. The token is always unique for the transaction of getting a
signature from one physical person for one or more documents belonging to one business transac-
tion that the relying party has started with the subscriber. A token is a unique 64-bytes long identifier
that is composed randomly out of letters and digits assigned to one single request of identification.
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The Token is then being used by [verify-U] for the communication with all related parties including
the CA to make sure the uniqueness of the started business transaction. It is the right identifier to
use for the uniqueness of the certificate.

[verify-U] allows storing another identifier generated by the partner together with the Token to cre-
ate a link between a third party system used by the partner and [verify-U]. In the case of this docu-
ment the TrunsNum identifier which is generated through the TSP's interface for RAs (e.g. PSM Con-
nector for DocuSign France) would be stored together with the Token. The combination of the
[verify-U] token with the TrunsNum identifier allows retracing a certain request in both directions,
e.g. cross log checking.

6.2.2. Initial Identity Validation

6.2.2.1. Authentication of Organization Identity
This part is not applicable because verify-U accepts orders only from individuals requesting qualified
electronic signatures to sign on their own behalf and not for third parties. Hence [verify-U] includes

no process to verify the association of a person with an organization or legal person.

6.2.2.2. Authentication of Physical Person Identity
[verify-U] is applying a full enrolment process to provide evidence of the Subscriber’s evidence ac-
cording to the German Electronic Signature Regulation (s. Attachment).

[verify-U] provides evidence of the full name, date and place of birth and other attributes (see 6.2.1.1
above). The serial number of either a passport or an identity card is being checked against the re-
spective norms of the ICAO. This serial number is not being recorded if prohibited by the German
law, e.g. the law on the new electronic identity card.

[verify-U] delivers a report on all verification steps used, their results and the evidence being given to
the CA. This report shall be included in TSP’s proof file.

6.2.2.3. Validation of Authority

This part is not applicable because verify-U accepts orders only from individuals requesting qualified
electronic signatures to sign on their own behalf and not for third parties. Hence [verify-U] includes

no process to verify the association of a person with an organization or legal person

6.2.2.4. Non-Verified Subscriber Information
As described above all personal details and information to be stored in the certificate is being verified
by [verify-U] before sending any information to the CA.
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6.2.2.5. Criteria for Interoperation
The supported certificate policies are QCP-n and QCP-n-gscd. Certificates have to be compliant to
ETSIEN 319 411.

6.2.4. Identification and Authentication for Revoca-

tion Request
The authentication of a calling subscriber is being performed by an agent following the instructions
written down in the CPS document “V7 — Arbeitsanweisung RLS bei GWG Anderung”. The subscriber
has to provide correct answers to four questions that the agent has to raise. All questions are related
to the personal details of the subscriber and have been used during the individual identification pro-
cess the subscriber went through.

6.3. Certificate Life-Cycle operational requirements

6.3.1. Certificate Application

6.3.1.1. Who can submit a certificate application

6.3.1.1.1. Subscriber

Only [verify-U] can submit a certificate request once the enrollment process has been concluded
successfully.

In most cases the subscriber’s personal details are not being entered directly on the [verify-U]
website but are transmitted by business partners requesting a document to be signed by the
subscriber. These details can be

- Last Name,

- (all) First Name(s),
- Date of Birth,

- Place of Birth,

- Nationality,

- Registered Address
- Phone Number

- E-Mail Address

In addition to the details the business partner sends the document(s) to be signed to verify-U.
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6.3.1.2. Enrollment Process and Responsibilities

6.3.1.2.1. Subscriber
A certificate request submitted by [verify-U] includes always a verified physical address, a mobile
phone number and an e-mail address. Previously a check has been performed for both, the mobile
phone number and the e-mail address, that both are under control of the subscriber.

A certificate request submitted by [verify-U] includes always a full name according to the German law
and regulation.

The subscriber has to accept, prior to run [verify-U] as a registration service

- The general terms and conditions of verify-U AG according to the German law and including
all parts necessary to cover a procurement of a qualified certificate and the creation of an
electronic signature.

- The data privacy rules according to the German law.

— The subscriber’s consent that the qualified certificate will not be published and only con-
tained in the signed document.

By this way, Subscriber will see and accept the TSP's terms and conditions (e.g. GTU of DocuSign
France) during the signature phase of the process. Therefore the terms and conditions are signed and
included in the document to be signed by the Subscriber as requested by ETSI EN 319 411.

The certificate request will include the name and the first name of the RA's operator who processed
the visual inspection of the identity document. Localization will always be the office of verify-U AG.

6.3.2. Certificate Application Processing
The registration service is fulfilling the security requirements concerning human resources, opera-
tional security, networks and privacy as detailed in points 6.4.4, 6.5.6, 6.5.7 and 6.8.4.

6.3.2.1. Performing identification and Authentication
Functions

In the context of this document the subscriber is always the same physical person that is subject of
the requested certificate.

6.3.2.1.1. Subscriber / Subject

[verify-U] verifies all personal details before submitting a certificate request to the CA. The enroll-
ment process is based on at least one face-to-face meeting that has taken place and where the sub-
scriber has been identified according to the German money laundering act including the inspection of
a valid legal ID document.
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6.3.2.2. Approval or Rejection of Certificate Application

6.3.2.2.1. Subscriber
If the identity of the acting person cannot be verified according to verify-U's security policy, [verify-U]
does not send any certificate application to the CA and rejects the application made by the subscrib-
er.

6.3.3. Certificate Issuance

6.3.3.1. CA Actions during Certificate Issuance

6.3.3.1.1. Subscriber
Once [verify-U] has successfully identified a physical person it transmits the one or more documents
to be signed to the CA. The TSP's eSigning service (e.g. Protect and Sign (Personal signature) service
in case of DocuSign France) signs the one or more documents and includes the certificate inside each
document.

Before to call the TSP for a signature, verify-U creates a technical certificate request which includes
document(s) and terms and conditions to be signed, name and first name of Subscriber, phone num-
ber and email of Subscriber, unique identification of the transaction (TransNum generated by the
TSP's interface. e.g. PSM connector) and the terms and conditions of the TSP. This technical request
is transmitted via the TSP's interface to the TSP (in case of DocuSign France, it is signed by PSM Con-
nector and transmitted within a SSL session).

Then the TSP authenticates the signatory (Subscriber) with OTP sent to Subscriber on its mobile
phone. After successful authentication, signature is performed on the document shown to the sub-
scriber by the TSP.

The signed documents are transmitted back to [verify-U].

The subscriber accepts to sign the document according to the consent protocol which includes the
obligation to show the unsigned document to the subscriber, to get a first approval by clicking in a
check box and a second one by entering an OTP that the TSP has sent to the mobile phone of the
subscriber.

The mobile phone number is part of the personal details that [verify-U] delivers with the certificate
application.

The consent protocol is performed by the TSP.
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6.3.4. Certificate Acceptance
The terms and conditions are part of the documents to be signed and [verify-U] shows all documents
to be signed to the subscriber prior to request the consent for signing.

As being part of the signed document the subscriber is signing the terms and conditions which are
stored together with the proof protocol by the RA.

6.3.4.1. Conducting Certificate Acceptance

6.3.4.1.1. Subscriber
The personal details have been confirmed by the subscriber prior to verifying them. Once [verify-U]
receives a signed document from the CA, it performs all checks requested by the German Anti Money
Laundering Act, including the check whether the details included in the certificate correspond to the
subscriber ones. If [verify-U] detects a problem, the signed document is being dismissed. Both the
subscriber and the relying party get the information that the business transaction has not been
abandoned without success. If all checks are successful, the signed document is delivered to both
related parties, the subscriber and the relying party. The quality report only goes to the relying party
needing it to identify the subscriber according to the law.

6.3.6. Certificate Renewal
Not allowed for subscriber certificates.

6.3.7. Certificate Re-key

Not applicable in the context of DocuSign France because each certificate is only being used once in
the context of Protect and Sign for subscribers.

6.3.8. Certificate Modification

Not allowed for subscriber certificates.

6.3.9. Certificate Revocation and Suspension

6.3.9.1. Circumstances for Revocation

6.3.9.1.1. Subscriber

It may happen that in very special cases [verify-U] concluded a successful identification of a physical
person but receives later on information that one or more steps of the enrollment process may have
been harmed and result in a reasonable suspicion that an identity theft may have taken place. In that

Amendments to the Certificate Policy of an accredited Trust Service Provider for using [verify-U] Page 16 of 25

U.



case [verify-U] alerts an interface to the CA and delivers the unique key representing the subscriber
and the signed documents. That enables the CA to revoke an already issued certificate.

In such a case, [verify-U] informs both the subscriber and the relying party by e-mail.

The Subscriber can submit a Revocation to the RA in the following cases:

o DN information filled incorrectly;

e the Certificate corresponding to the private key has been lost or compromised or is sus-
pected to be;

e the RA failed to comply with its obligations and with the security rules described in this CPS;

The RA shall submit a Revocation to the CA in the following cases:

e DN information filled incorrectly;
e the Certificate corresponding to the private key has been lost or compromised or is sus-
pected to be;

6.3.9.2. Revocation request procedure

6.3.9.2.1. Subscriber

Any revocation request from a subscriber has to be placed manually and in person by the subscriber
himself. A revocation request is possible as long as the issued certificate is valid. The subscriber has
to call the 2™ level support of verify-U. The phone number is shown online while the signing process
is running and afterwards in the customer self care area of [verify-U]. A revocation request needs an
authentication by the 2™ level support making sure that the person calling in is the same one for
which the certificate has been issued (refer 3.4 above).

The phone number is available 24 hours a day. During 2" level support hours (from 8 to 23, 7 days a
week) the phone call is received by a 2™ level support agent. During non support hours or in case of
all agents busy the phone call is being registered automatically and the subscriber is being called back
by an agent as early as possible.

The subscriber has to confirm the request by activating a push link that is being sent to the subscrib-
er’s registered e-mail address after having requested revocation over the phone. After confirmation
of the revocation request the RA informs immediately the CA about the revocation of the certificate.
An e-mail is sent out to the CA’s customer service desk where the authentication is being done by
checking that the delivered certificate is a verify-U’s one.

Once the CA confirmed the revocation, verify-U informs the subscriber via e-mail about this fact.
Revocation is performed in less than 24 hours.

Revocation requests and the following actions are logged in the database.
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6.4. Facility, Management and Operational Controls

6.4.2. Physical controls
All physical controls, including inspection of the location and construction of the data center facilities
being used to run [verify-U] have been checked by an independent technical expert accredited by the
data privacy authority of Schleswig-Holstein. The survey report has been used for the certification
process according to the German Electronic Signature Act as well. All documents of the underlying
CPS have been prepared according to the IT-Grundschutz catalogue published by the Federal Office
for Information Security.

The TSP's interface server (e.g. PSM connector being operated by DocuSign France) is sitting within
its own network zone being implemented in the above explained data center facilities. A special role
for the administration of the connector and its key pair is established. The administration of the in-
terface server has to be undertaken at least under dual control. All relevant information relating to
the interface server is documented as part of the internal CPS and a classification for the protection
requirements is undertaken and documented as well.

Access to verify-U's office is restricted to authorized persons only. Unknown people have always to
be accompanied by authorized staff. The area where the agents sitting making decisions on the suc-
cess of an identification and having restricted access to personal details is separated and has an addi-
tional access control. The access to the main data center in Hanauer Landstral3e in Frankfurt is lim-
ited to authorized persons only. Access is only permitted after face-to-face authentication performed
by the security guard of the data center. The access to the resilient data center within verify-U's of-
fice is protected by an access control system restricting access to system administrators only. Techni-
cians not being members of verify-U's staff but needing access to one of the data center facilities
have to be accompanied by authorized staff.

6.4.3. Procedural controls
All roles to perform have been well identified in a way that separation of duties is implemented. Each
role is described and documented in verify-U's CPS.

Personnel can only access data being authorized for and according to the matched roles.

6.4.4. Personnel controls
The personnel being in charge of performing parts of the enrollment process, running the infrastruc-
ture or delivering support to subscribers is well qualified and trained. A training schedule is in place
for all agents and the training participations documented in the personnel files.

All staff coming in contact with personal details of subscribers has to prove trustworthiness by pre-
senting certificates of good conduct and good references from former employers.

System administrators and agents making decisions on the enrollment process are homologated for
their roles by senior management after having proven their qualification for the described roles.
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Staff making decisions on the enrolment process is free of conflicting interests and has the full power
of decision except in cases where new events need a decision from managers or even senior manag-
ers about how to handle such an unknown event.

A list of all operators being homologated at a time to perform checks on the identity of subscribers is
recorded and regularly updated.

Operators and agents not working along the rules and procedures that have been given and teached
to them are facing disciplinary sanctions according to the German labor law. Depending on the sever-
ity of the misdoing these sanctions last from exhortation by manager, written warnings, final written
warnings up to the cancellation of work contract.

6.4.5. Audit Logging Procedures
Audit logging is a built-in functionality in [verify-U] and is part of the change management process for
all kind of changes concerning the technical infrastructure.

In addition to that access control to the data center facilities is logged either manually by the security
guard of the main facility or automatically for the resilient facility.

Audit logs are protected in such a way that only authorized users can access them. Audit logs are
logged in such a way that they cannot be easily deleted or destroyed (except for transfer to long
term media) within the period of time that they are required to be held. Event logs are protected in
such a way so as to remain readable for the duration of their storage period. Audit logs and audit
summaries are backed up via enterprise backup mechanisms

A vulnerability scan on public and private IP addresses is done on a daily basis.

Audit logs delivering information on potential malicious activity are being reviewed by the system
administrator on a regular basis. In case that a security system alerts the system administrator about
a potential security issue the logs are reviewed immediately.

6.4.6. Records Archival

The archival version of the RA record is stored for at least five years if there is no objection from the
subscriber who may enforce verify-U to delete the data. The PDF document called
“Identifikationshistorie” includes the RA record to be archived. It is being signed by the subscriber
together with all other documents during the signing process. The CA incorporates the PDF docu-
ment containing the archival RA record within the proof file. Proof files are kept for at least five
years.

After the end of a signature process the proof file is delivered to verify-U and stored on a dedicated
archive system.

The archive system and the methods applied are described in the CPS document “F1 - Cybits-
Umsetzung der IT-Sicherheit Vers. 1.2.4”. The applied methods make sure that
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e All media being used for archiving RA records are being protected against damage and stored in
access restricted areas only. The media is encrypted and needs special access control to be read.

e Media is being supervised by the archive system to identify media that is in danger of obsoles-
cence or deterioration. Identified media has to be exchanged by the system administrator making
sure that the data is not being lost or recovered from the mirror of the archive system.

e All media being used to store personal details is being deleted and destroyed at the end of its
lifetime.

e All media being used in the archive system cannot being used or re-used in another context be-
cause of the encrypted file system used which is different from the ones being used to store op-
erational data.

Refer to CP.

6.4.8. Compromise and Disaster Recovery
verify-U's CPS includes a business contingency plan identifying the risks, describing actions and
measurements to cope with incidents and other compromising events.

6.4.9. Registry Authority Termination
In the event of verify-U planning to terminate the role of being a Registration Authority for the CA, it
will
- give notice to the CA prior to the termination according to the procedures agreed in the
commercial contract,
- send a registered letter to the PMA,
- destroy all private keys on the day following the day of termination,
- stop to deliver certificate requests,
- notify subscribers and relying parties in the case that it has been compromised in its role of
being Registration Authority.
Because verify-U is applying all the three roles of being Customer, Registration Authority and Opera-
tional Authority for RA the decision to whom verify-U has to deliver archived records has to be taken
by the CA.
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6.5. Technical Security Controls
6.5.4. Activation Data
6.5.4.1. Activation Data Generation and Installation

6.5.4.1.1. Subscriber

The consent protocol is part of the TSP's solutions (e.g. Protect and Sign Solution) and therefore no
activation data is being prepared by verify-U.

6.5.4.2. Activation Data Protection

6.5.4.2.1. Subscriber
The consent protocol is part of the TSP's solution (e.g. Protect and Sign Solution) and therefore no
activation data is being prepared by Cybits. Subscriber shall use an OTP code generated by CA and
transmitted to its mobile phone.

6.5.5. Computer Security Controls

6.5.5.1. Specific Computer Security Technical Requirements
As described above in chapter 6.4.3, a segregation of duties is implemented in [verify-U]. Every au-
thorized user is allocated to a role that defines the rights that are granted to the user. Each user has
its own credentials to authenticate to the system.

The PKI components are including the technical systems that the RA uses for the registration process.
The PSM connector delivered by the CA is part of the RA components and is the single interface be-
tween the RA components and the CA components.

The specific computer security technical requirements are all part of the existing CPS for [verify-U]
(refer CPS document “F1 - Cybits-Umsetzung der IT-Sicherheit Vers. 1.2.4” and all other CPS docu-
ments referred to) and have to be applied to the PSM connector as well.

The only rule that needs to be amended compared to the set of rules being certified according to the
German Electronic Signature Act is the implementation of a process that disables all privileged access
of an individual to the TSP's interface server (e.g. PSM connector) within 24 hours upon termination
of the individual’s (with trusted role) employment or contracting relationship with the TSP's interface
server (e.g. PSM connector). The document “Y1 — Laufzettel ausscheidender Mitarbeiter” will be ex-
tended by a special rule concerning the TSP's interface server.

All other rules requested are already documented and implemented.

Refer to CP.
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6.5.7. Network Security Controls
The TSP's interface server (PSM connecter) is the single PKI component in the RA’s context that is
being delivered by the CA. It will be isolated from all other outgoing and incoming Network imple-
mentation and components and access the other PKI components on the CA’s side via a dedicated
Virtual Private Network according to the CP rules that are already in place for the communication
with CAs.

A snort scanner is already in place allowing a supervision and administration according to the re-
quested rules.

Two rules have to be added to the certified CP concerning the connector, because the existing rules
for Non-PKI components are different:

e Change authentication keys and passwords for any privileged account or service account on
the TSP's interface server (e.g. PSM connector) whenever a person’s authorization to admin-
istratively access that account on the TSP's interface server is changed or revoked.

e Apply recommended security patches to the TSP's interface server as requested by the CA.

6.5.8. Time Stamping

The Network Time Protocol (NTP) service is implemented in [verify-U].

6.6. Certificate, CRL and OSCP profiles

Subscriber will have the following information contained in the certificate:

— Last name,

—  First name,

— E-Mail Address,
- ZIP code

6.7. Compliance Audit and other assessments
verify-U's registration service [verify-U] has already been certified according to the German Electron-
ic Signature Act and ETSI TS 101 456. The certificates have different validities.

The first and the second year after the external audit, an audit is being realized according to the TSP's
(e.g. DocuSign France) audit program.

The third year after an external audit, a new external audit has to be performed.

In case of major findings discovered during an internal audit made by TSP, verify-U has to fix it and an
external audit has to be performed to check the findings within the same year.
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6.7.1. Topics Covered by Assessment
The perimeter of an audit of [verify-U] as a registration service is:

- Protection, use and management of the key pairs used to protect the communication with CA.

- Creation of the technical certificate request.

- RArecords against requirements set in the CP.

- “RA procedure” defined by Customer to identify, authenticate and manage certificate request to
the CA.

- Subscriber personal data protection and management.
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6.8. Other Business and Legal Matters
6.8.4. Privacy of Personal Information

6.8.4.1. Privacy Plan
verify-U runs a privacy plan that is documented in its CPS and results in a set of Data Privacy Rules
that is presented to each subscriber at the beginning of a transaction and that has to be confirmed
actively by the subscriber by clicking on a check box.

The privacy plan is according to the German Electronic Signature Act and the German Privacy Act.
verify-U is being supervised by the Data Protection Authority of Hessen.

6.8.6. Representations and Warranties

6.8.6.1. RA Representations and Warranties
verify-U has to insure that each subscriber for which a certificate application is submitted to the CA
has been identified and authenticated properly and that the certificate request has been accurate
and duly authorized. This is being done by a number of controls and checks automatically performed
by [verify-U] and a final visual inspection performed by a trained operator.

verify-U informs the subscriber about the general terms and conditions regarding the use of a certifi-
cate before submitting a certificate request to the CA. The subscriber has to confirm this by clicking
on a check box on the screen. verify-U sends the subscriber an e-mail containing the general terms
and conditions. Additionally these terms can be downloaded from the website.

The submitted certificate request has to contain accurate and complete information only.

verify-U has to support the audit teams in a constructive way and has to make any reasonable effort
needed to complete an audit and to communicate the results.

verify-U has to alert the PMA in case of a security incident.

verify-U has to protect its information system and guarantee the security of the data transmitted to
the PKI.

verify-U has to notify the subscriber in case of the subscriber’s private key has been lost, stolen or
potentially compromised due to compromise of activation data or other reason.

verify-U has to make sure that no certificate is being used by the subscriber or a relying party, if it has
been told by the CA that the subscriber’s certificate has been compromised.
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6.8.7. Limitations of Liability
The RA guarantees to have verified all attributes being delivered to the CA for issuing a certificate
according to the certified enrollment process. The RA makes no claim with regard to the suitability or
authenticity of certificates issued under this CP.

6.8.8. Indemnities
The RA makes no claim with regard to the suitability or authenticity of certificates issued under this
CP. There is no obligation to make any payments regarding costs associated with the malfunction or
misuse of personal details being verified for a certificate request.
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